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ABSTRACT
Keywords Advances in information and communication technology encourage the development
Server Message-Block of operating systems. Windows 10 is one of the most widely used operating systems
Operation System today. Unfortunately, there are still many who do not know that in the Windows 10
Framework system there are several system vulnerabilities and some bugs. One example is the
Metasploit vulnerability in Server Message Block (SMB) on Windows 10 (CVE-2020-0796). This
CVE 2020-0796 vulnerability exploits the Buffer Overflow method on one of the Execution Server

Message Block (SMB) files. The impact of this attack is that the attacker can perform
Remote Control Access on the target device. One of the reasons why this attack can
occur is an operating system that has never been updated or uses an old operating system
that has lots of bugs. The automatic updating feature is actually very helpful in
overcoming this problem. However, there are still many device users who understand
the importance of this. This research will explain how the process of attacking the
Windows 10 operating system uses the CVE-2020-0796 vulnerability. The hope is that
after understanding the readers can know the importance of using the latest version of
the operating system and immediately updating the system.

1. Introduction

The Windows operating system is one of the most popular operating systems in the computer
world. Almost every place where there is a computer using the Windows operating system [1]. This
is because the Windows operating system has a control system and user interface that is easy for users
of all circles to use. The large number of users of the windows operating system causes many hackers
to try to attack the windows operating system.

Hackers try to carry out attacks on the Windows operating system for personal gain, starting from
carrying out attacks with malware, Denial of Service (DOS), Man in the Middle, and Remote Control
Execution (RCE). The main goal of hackers is to take over servers or access rights of computer
systems. After that, hackers can exploit data and information owned by the target.

CVE-2020-0796 is a type of vulnerability found in the Windows 10 version 1903-1909 operating
system [2]. This vulnerability is a vulnerability to a buffer overflow attack on Microsoft SMB servers
[2]. The danger of this attack is that hackers can take over the access rights of the target operating
system.

This indicates an attack attempt to exploit a buffer overflow vulnerability in Microsoft SMB
servers. The vulnerability is due to an error when the vulnerable software handles a maliciously
crafted compressed data packet. A remote, unauthenticated attacker can exploit this to execute
arbitrary code within the context of the application.
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2. The Proposed Method

2.1. Metasploit Framework

Metasploit Framework is a development platform for creating security tools and exploits. This
framework is used by network security professionals to perform penetration tests, system
administrators to verify patch installations, product vendors to perform regression testing, and security
researchers worldwide.

Metasploit Framework has many modules to carry out various types of attacks against various
types of devices and servers. From the Valea and Oprisa experiment, the results showed that the
proposed framework is able so solve precisely the machines with common vulnerabilities and public
exploits [3]. The main modules are: (1) exploit module, which is a module for carrying out certain
attacks, (2) payload module, which is a module for interacting with targets to obtain information and
data (3) auxiliary module for scanning targets, and (4) encoder module, which is amodule for avoiding
antivirus and firewalls.

Fig. 1. Metasploit framework version 6.2.25-dev

Metasploit Framework may be a standard penetration testing platform that permits hackers to write
down and execute exploit code [4]. Penetration Testing is an activity to simulate attacks that can be
carried out against certain network organizations or companies to find weaknesses in the network
system. In penetration testing there are 6 phases, namely: (1) information gathering, (2) vulnerabilities
analysis, (3) vulnerabilities exploitation, (4) post exploitation and (5) report generation. Each phase
is reviewed using automated tools and exploits of Metasploit [5].

2.2. CVE 2020-0796

Windows SMBv3 Clant/Secvsr Remote Code Esecution Yulnerabiliey

Fig. 2. CVE-2020-0796 on msrc.microsoft.com vulnerability

CVE 2020-0796 is a pre-remote code execution vulnerability that resides in the Server Message
Block 3.0 (SMBv3) network communication protocol that handles certain requests. This vulnerability
can be resolved by disabling SMBv3 compression and blocking TCP port 445 on firewalls and client
computers as a workaround.
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2.3. Operating System

The operating system is software in the first stage that is entered into the computer's memory which
can carry out the task of controlling and managing hardware as well as other basic operating systems
and can also run application programs. The function of the operating system is to boot, process
management, memory management, data security, device control, and user interface design.
Examples of modern operating systems are Android, i0S, Mac OS X, Microsoft Windows and Linux.

The Windows 10 Operating System has been available to the general public since July 2015. The
Windows 10 upgrade planning process at Lehigh has been in progress for a very short period of time
[6]. Windows 10 offers six different versions, each designed to fill specific computing needs there
are: (1) home, (2) professional, (3) enterprise (4) education, (5) mobile, and (6) mobile enterprise[6].
Windows 10 have interesting feature about the security system. The feature name is Forces Updates
that have description, users will no longer have the option to postpone or avoid critical patches and
updates [1].

2.4. Server Message Block (SMB)

[54 Windows Features - [m] X

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

Microsoft Print to PDF
Microsoft XP5 Document Writer
MultiPoint Connector

F [
88

a0

Print and Document Services
Remnote Differential Compression APl Support
Services for NFS
Simple TCPIP services (i.e. eche, daytime etc)
SMBE 1.0/CIFS File Sharing Support

" SMEB 1.0/CIFS Autoratic Removal

0

=" SMB 1.0/CIFS Server

SMRB Direct

5
g

oK l Cancel
Fig. 3. SMB Feature on Windows 10

The first known development of the SMB protocol was developed by Barry Feigenbaum at IBM
in early 1983. The Server Message Block Protocol (SMB) is a client-server communication protocol
employed in sharing access to files, printers, serial ports and different assets on a system [6]. Server
message block which runs over TCP port 445, is a network protocol that has been designed to enable
file sharing, network browsing, printing services, and inter process communication over a network.
The SMB also brings up the capability for both clients able to connect to each other without any server
in between of it. The SMB protocol transmits multiple messages between a client and a server to
establish a connection [6].

2.5. Buffer Overflow

Buffer overflow is a condition in which a data storage area is overloaded. Buffer overflow is used
by hackers to exploit a computer application system. This attack is called an input validation attack,
where the hacker will input data that exceeds the storage capacity of an application, causing the system
to crash or buffer overflow [7].

Buffer overflow vulnerabilities are caused when a program puts data into a buffer but forgets to
check the buffer boundary [7]. The easiest method to buffer overflow a program is just give the bunch
of input until overloaded. A buffer overflow attack uses one or multiple network packets to overrun a
buffer in the victim program and eventually overwrite the target address of some indirect branch
instruction [8]. This makes the attacker maybe can gain some reverse shell from the bugs. A reverse
shell is a shell, which is initiated by the target machine back to the attacker’s machine that will pick
up the shell by listening on the particular port [9]. And after getting reverse shell attacker gain full
access of system.
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There are four basic approaches to defending against buffer overflow vulnerabilities and attacks.
The things that are meant are: (1) brute force method, (2) operating systems approach method, (3)
direct compiler approach method, and (4) indirect compiler approach method [10].

3. Method

Fig. 4. Framework Research

The study simulated a buffer overflow attack against the CVE-2020-0796 vulnerability in
Windows 10 version 1903. The simulation used a computer with the Windows 11 version 21H2
operating system. The target is an operating system that is run using a virtual machine with the
VMware Workstation 17 Player community edition application. The target virtual machine
specifications are: (1) 2 GB RAM, (2) 2 core processors, and (3) 60 GB hard disk.

The attack simulation was carried out using the Windows 11 operating system using Windows
Server Linux (WSL) to run the Metasploit Framework. The computer specifications used are: (1)
16GB RAM, (2) 8 core processors, and (3) 512GB hard disk.

The target operating system is run in host-only mode for network adapter settings so that attackers
can carry out attacks on targets. The tools used in the attack are the Metasploit Framework version
6.2.25-dev.

4. Results and Discussion

Vulnerabilities on Microsoft Server Message Block (SMB) make the attacker gain the ability to
execute code on the target server client. CVE-2020-0796 caused by a lack of bounds which is directly
passed to several subroutines. Passing a large value causes buffer overflow, and crashing the kernel.

This attack attacks the Windows 10 operating system versions 1903 and 1909 and Windows server
versions 1903 and 1909. By using a buffer overflow, the attacker will gain access to the target
computer. This attack is called Remote Control Execution.

Attacking method:
a. Initiate machine target and Metasploit Framework

Setting up the target operating system and getting the IP 192.168.18.128. This IP will be the
target identity of the target to launch the attack.

Fig. 5. Initiate Metasploit Framework
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b. The attack was carried out on the Windows 10 version 1903 operating system

2 Wiadaw

B Windows10

=
Fig. 6. Windows 10 version 1903

c. Open Metasploit Framework and search the payload for cve_2020_0796

In the Metasploit Framework, the search function is useful for performing key searches using
the payload module for attacks [11]. Using “search cve 2020 0796 will bring up all attack
modules against the CVE-2020-0796 vulnerability.

Fig. 7. Searching method on Metasploit Framework

The payload used is the “exploit/windows/smb/cve 2020 0796 smbghost” payload. Use the
"use {payload}" command to use the payload.

d. Setting parameters on payload

Using the “SHOW OPTIONS” command to get the parameter information needed by the
payload in carrying out the attack [11]. Parameters are all the things that the payload needs in
carrying out the attack. Parameters include: (1) attack targets, (2) module settings, and (3)
payload settings.

Fig. 8. Setting Payload
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e. Setting up the RHOST and session to carry out the attack

Fig. 9. Setting target on Payload

RHOST is the host of the target in the form of target IP information [10]. For SMB Server
PORT itself, the default is port 139 and 445. Use the command “set RHOSTS 192.168.18.128”
to change the target payload setting for the attack.

f. Running the payload

Command “exploit” or “run” is used to run the attack with my setting mode [10]. After the
attack, then usually get some Meterpreter and then get the reverse shell.

Fig. 10. Get the reverse shell

The attack on CVE-2020-0796 with the Metasploit Framework uses payload available in the
Metasploit Framework database. After setting the target with the Metasploit Framework, a hacker can
carry out this attack. This proves that this attack is easy for hackers to attack operating systems with
CVE-2020-0796 vulnerabilities.

By using the existing payload, hackers are able to set parameters to attack multiple device
platforms. Apart from that, settings for avoiding antivirus and firewalls can also be done using the
Metasploit Framework. The Metasploit Framework launches an attack against an existing
vulnerability using the attack payload database. This framework is used by hackers to simplify attacks
and make attacks more flexible and efficient.

The Metasploit Framework makes it easier for hackers to carry out attacks on every device if there
is already a payload in the framework database. Because of that, the way to protect the device is by
updating the system or patching done by Microsoft. Microsoft must have received a report on a bug
or gap that exists and immediately fix it. Updating the system or using the latest system is the most
powerful way to prevent attacks from the Metasploit Framework.

5. Conclusion

In this study, it has been explained how attacks using the Metasploit Framework against the
Windows 10 operating system vulnerability (CVE-2020-0796). This vulnerability is found in the
Windows 10 version 1903-1909 system which is vulnerable to the Buffer Overflow technigue in the
Server Message Block (SMB) application.

The Metasploit Framework is a tool used by hackers to carry out attacks quickly and efficiently.
This framework only requires some knowledge regarding vulnerabilities that exist on a target
computer system. Even in the Metasploit Framework there is also an auxiliary module for scanning
on targets. With the Metasploit Framework, the attack on CVE-2020-0796 becomes very easy to get
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- ]
the target reverse shell. Overcoming this problem is enough to update the system or use the latest

system that has patches in it.

For Microsoft products, it has actively been released with updates for fixing security issues.
Microsoft strongly suggests for users to upgrade to the latest Windows 10 operating system. Windows
10 is the latest operating system and actively updated for the security fix. For those still needing to
use the older version of the operating system, Microsoft recommends updating MS17-010 to reduce
the risk of being exploited by using Eternal Blue.
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